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1. MODIFICATION HISTORY
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5.3.7.1,5.3.8.1.
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- Section 5.2.6.
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3.0.6 - FMEA ref. Id. 5.4.2.8 | Comments on S-080 v3.0.5 from | C. Latorre
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- FMEA ref. Id. 5.4.1.7
- FMEA ref. 1d. 5.4.2.8
- FMEA ref. Id. 5.6.5
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3.0.9 -5.2.3.2 Emergency Brake Command | C. Latorre
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- section 5.2.7 034 version.
- Section 5.3.6 Updated Special Brake Status
- Section 5.4.3 Analysis and Additional Brake
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(section 5.6) The FMEA row of Train Integrity
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- update FMEA id 5.6.6

- updated chapter 6 for
S-034 references

- updated chapter 7

Inserted Analysis for Train data —
Other International Train
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Updated analysis for Train data —
traction/brake parameters
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Updated analysis for Train data —
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3.1.1 Chnges from C. Latorre
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comments from CAF (AV)
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- Train Data - Traction
system(s) accepted by the
engine -> change in Mode
Field
- Internal Barrier -> Driver
validation according
specific project
3.1.4 FMEA 5.2.6.1 - Change following C. Latorre
EFMEA 5.4.1.3 comments received from (MERMECQC)
FMEA 5.5.2.2 CAF.
EMEA 5.5 4 - Change foIIOW|r?g
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FMEA 5.5.2.9 THALES.
FMEA 5.5.2.10 - Severityin5.4.1.4
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FMEA 5.3.4.1 after CAF comment
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Chapter 8 54.14
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3.1.6 Chapter 8 - Minor change due to C. Latorre
RAMS WG comments (MERMECQC)
3.2.0 No change Baseline 3 2" release version RAMS WP
2016-06-20
3.21 FMEA 5.1.3.4 - Newrow5.1.3.4 added in | C. Latorre
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Modification for CR1238
(ATO function, AD output)
New row 5.3.3.1
Modification For CR1290
(Train Running Number
Input)

Editorial Change For
CR1341

(Unauthorised Direction
Movement Protection)

Modification For CR 1367
(SUPERVISED

MANOEUVRE, Overall
Consist length Input)

Modification for CR 1342
(L2/L3 -> LR)

3.2.3

§5.3.11 ‘Engine
Orientation in
Supervised
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General updated after
comment from RAMS
WG review.

New Output Engine
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General updated after
comment from RAMS WG
review
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FMEA Table
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Row 5.1.6.2 ‘Remote
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managing different ETCS
mode.

Row 5.4.3.3 and 5.4.3.4
‘“Train Integrity’ ‘ETCS
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7.1.1.3 Application
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7.1.1.10 Application
Constraint added for “Train
Data Train Length’.
7.1.1.15 Application
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Data Train Length’ during
intentional train splitting.

3.25 FMEA 5.4.3.3, 5.4.34 Internal barrier update
Train integrity claiming clause S-034
Application ~ Constrain §2.35.2.2
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S-034 82.3.5.2.2
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Annex A.
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3. INTRODUCTION

The purpose of this document is to provide an FMEA (Failure Modes Effects Analysis) for the ERTMS
onboard interface with train in ERTMS application level 1 and in level 2.

The inputs documents used as a basis for this study are:

[Ref.1]  SUBSET-026, UNISIG SRS

[Ref. 2] SUBSET-034, FIS for the Train Interface

[Ref. 3] ETCS Driver Machine Interface - ERA_ERTMS_015560
[Ref. 4] SUBSET-035, Specific Transmission Module FFFIS
[Ref. 5] SUBSET-077, Causal Analysis Process.

[Ref. 6] Extract from Deliverable D6.1 "Results of feasibility studies and laboratory tests for
candidate technologies selection and adaptation of existing solutions", X2Rail-4

This analysis is based on the reference architecture provided in SUBSET-026 Chapter 2.
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4. ASSUMPTIONS

4111 The functions analysed in this document are those specified in the FIS TIU [Ref. 2]
and listed in chapter 2 of the same document.

41.1.2 Failures identified as leading to a RAM issue are not developed further.

41.1.3 Special Braking orders and status are handled as a whole no matter which type of
brake is applied (eddy current brake, regenerative brake, magnetic shoe brake, etc.).

41.1.4 The Traction Status input has been excluded from this analysis since the effects
related to its failures depend by the use made of Traction Status information by STM
in level NTC.

© This document has been developed and released by UNISIG
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5.

This FMEA study has been conducted according to FMEA process defined in SUBSET-077 [Ref. 5].

FMEA

UNISIG

Deviating from the FMEA definition in SUBSET-077, the column Event-ID replaces the former one named as “Failure Rate” (originally in FMEA
template). This column will be used to provide the link of all failure effects to TI-XX hazardous events in SUBSET-091 (ETCS Core Hazard

coverage).
5.1 Mode Control
5.1.1 Sleeping
Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS Event-ID Internal barriers
a Data Item Cause al Mode External =)
o Protection/ o
7} i : >
o - — Mitigation/ [}
Local Intermediate | Initial End Effect Barriers n
Sleeping Absent -TIU SB, PS “Sleeping On-board ETCS | On-board remains
Command Incorrect Failure requested” state | does not know if | in SB, PS mode
information -ETCS is not provided |it hasto goto
« | (SLEEPING Failure to onboard to board sleeping %
— : ()
. REQUESTED/SL ‘r‘eport. failure -
v |EEPING NOT sleeping other than <
REQUESTED) [requested” |ty @
© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 12/83

3.3.0




UNISIG

Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS Event-ID Internal barriers
a Data ltem Cause al Mode External 2
= Protection/ o
s , = Mitigation/ >
Local Intermediate | Initial End Effect Barriers )
Incorrect -TIU SB “Sleeping Loss of Exceedance of Operational TI-3
Insertion Failure requested” state | Standstill safe speed or rule: Driver
-ETCS unduly selected | protection distance as has to ensure 2
:Ii Inappropriate | gnboard during normal advised to ETCS |the standstill S
5 selectign of  |tailure operation before closing 8
“Sleeping other than the cab. S
requested” TIU
Incorrect -TIU PS Sleeping unduly |- On-board transits Vehicle must be at
Insertion Failure selected during in SL mode “standstill”
-ETCS normal
Inappropriate | gnpboard operation ®
. _ g
0‘_'1: felectlgn of |failure 2
i Sleeping other than s
w0 requested”  |Tju S
Incorrect -TIU SL “Sleeping ETCS OB Leading Engine TI-3 | Transition to SB mode is
Insertion Failure requested” state | switches to SB | cannot proceed. not possible if vehicle is
-ETCS deactivated mode In case of leaving not at standstill.
Failure to onboard prematurely a tunnel (leading = The engine is remote
= mamtqm failure engine in mode £ controlled by the leading
- Sleeping other than RV) then reverse g engine (Subset-026,
requested TIU movement will not E 4.4.6.1.3).
state be possible if the
slave engine is in
mode SB.
© This document has been developed and released by UNISIG
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5.1.2 Passive Shunting
Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS Event-ID Internal barriers
a Data Item Cause al Mode External =)
= Protection/ o
(0] AR . >
x - — Mitigation/ 3
Local Intermediate | Initial End Effect Barriers n
Passive shunting |Incorrect -TIU SH “Passive At desk closure, [ Exceedance of Driver has to TI-7  |”Continue Shunting on
information Insertion Failure shunting On-Board safe speed or ensure the desk closure” function is
(PASSIVE -ETCS permitted” ETCS switches |distance as standstill (e.qg. o active.
HUNTIN . inf ion i inPSM i ET lyi =
o SHU G Inappropriate | onboard in orrnauon s [in S Mode advised to ETCS | by app ying 5
N [PERMITTED/PAS selection of | failure provided to On- |instead of SB. the parking =
5 [SIVE SHUNTING |,o other than board ETCS | Standstill brake before 3
NOT shuntin TIU when not supervision leaving the S
PERMITTED) ) g ” required function no cab).
permitted .
more provided.
© This document has been developed and released by UNISIG
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5.1.3 Non-Leading
Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS External Event- Internal barriers
a Data ltem Cause al Mode Protection/ 2 ID
- Mitigation/ o
% - — Barriers 3
Local Intermediate Initial End Effect n
Non-Leading Absent -TIU SB, SH, “Non Leading [On-board ETCSis |ETCS On-board |Driver shall
information (NON |Incorrect Failure FS, AD, permitted” not allowed to equipped on non |expect the
LEADING LS, SR, information is |switch in NL mode [leading engine transition to NL
« |PERMITTED — Failure to _ETCS OS,sM not provided |and remains in the [can command EB | mode before %
@ [NON LEADING | rgport “Non onboard to On-board | current mode. Train | during Non- moving Non 2
w [NOT Leading failure ETCS supervision Leading Engine |Leading Engine. <§,;
. ” i 7 m
PERMITTED) permitted other than functlohs active movement.
TIU according to the
current mode.
Incorrect -TIU SB, SH, “Non Leading |On-board ETCS Exceedance of New mode is TI-8 Driver selects NON
Insertion Failure FS, AD, permitted” switches to NL safe speed or displayed on the o LEADING on DMI and
N Inappropriate |- ETCS LS, SR information is | mode after driver | distance as DMI. Driveris not | £ Vehicle is at standstill
™ selection of |onboard |©OS. SM provided to selection when not |advised to ETCS. |going to leave the | 2
- . 0
0 “Non Leading |failure On-board required. cab. %
permitted” other than ETCS when || oss of supervision. S
TIU not required
Incorrect -TIU NL “Non Leading |On-board ETCS Vehicle cannot Vehicle is at standstill
Insertion Failure not permitted” | switches to SB proceed
-ETCS information mode when not
™ Failure to onboard provided to required activating %
™ . : - i RY)
g maintain failure On-board standstill -
0 “Non Leading other than ETCS when supervision =
ae TIU not required @
permitted
© This document has been developed and released by UNISIG
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Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS External Event- Internal barriers
a Data Item Cause al Mode Protection/ 2 ID
- Mitigation/ @
% - — Barriers >
Local Intermediate Initial End Effect ()
Absent -TIU NL “Non Leading [When at standstill NL  mode is Driver is only able to go to
Incorrect Failure permitted” the ETCS on-board displayed on the SB, NP or IS mode.
-ETCS information is |stays in NL mode DMI.

< onboard providedto  |instead of switching Driver is not =
) Report “Non ; On-board to SB mode ; a
o Leadin failure : leaving the cab as s
10 ermittged” other than ETCS when long as the on- <

permit TIU not required board is in NL

which is not

mode.
correct
© This document has been developed and released by UNISIG
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514 Isolation
Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS Event- Internal barriers
a Data Item Cause al Mode External =) ID
= Protection/ o
4 - — Mitigation/ >
Local Intermediate | Initial End Effect Barriers )
Isolation output  [Absent -TIU IS Information Related to the |-
(ETCS incorrect Failure received by function for
ISOLATED/ETCS -ETCS vehicle is which the
 |NOT ISOLATED) |Failure to onboard “ETCS OBU not | output >
< transmit failure isolated” but information is @
¥ ETCS other than ETCSOBUis |used for. =
ISOLATED  |Tju isolated No effect on o
state to the ETCS
vehicle supervision
Incorrect -TIU All Modes [ Information DMI continues |- The driver Isolation status must be
Insertion Failure received by displaying knows when shown to the driver
-ETCS vehicle is current mode the OBU is (Subset 026 4.4.3.1.2).
~ Faulty onboard “ETCS OBU information. isolated and %
N Transition to | taijure isolated” but will be 2
— ; ; =
0 ETCS other than ETCSOBU is informed of <
ISOLATED  |Tju not isolated. the isolation o
state mode.
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5.1.5

Automatic Driving

UNISIG

Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS Event- Internal barriers
a Data Item Cause al Mode External =) ID
= Protection/ o
4 - — Mitigation/ >
Local Intermediate | Initial End Effect Barriers (]
Automatic Driving |Absent / -TIU AD Information AD | The Rolling Performance Driver reacts
Incorrect: Failure mode is not Stock ignores  |impact: No by changing
Failure to -ETCS given to Rolling |any traction / braking |the mode
transmit AD | onboard Stock traction/brake |is possible by o
>
o Mode State  |failure command ATO. 7
— other than coming from. the | No direct safety s
© TIU ATO-OB which - |impact: ETCS on- =
is notintended. | poard activates
the EB if needed.
Automatic Driving |Incorrect / -TIU SH, FS, Information AD | The Rolling Performance ATO on-board
Insertion: Failure SM, LS, mode is given | Stock disables [impact: No gives driving
Faulty -ETCS SR, OS, [to Rolling Stock |the traction traction command | commands
trasmission of | onboard NL, UN, although the command from |can be given by |only if ATO is
AD Mode failure PT, RV ETCS on-board |the driver (but |the driver. in the state
State other than is not in AD not the braking EG (Engaged)
hat ATO i <
o TIU mode commands) and The only sot at. O is 8
- enables the not active in S
1 i . hazardous . c
o traction/braking | . . this case. =
situation could be
and door o
when the train is
commands from .
blocked in a
the ATO on- )
location from
board. .
where it needs to
escape.
© This document has been developed and released by UNISIG
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5.1.6

Remote Shunting

UNISIG

Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS Event- Internal barriers
a Data Item Cause al Mode External =) ID
= Protection/ @
i - — Mitigation/ >
Local Intermediate | Initial End Effect Barriers 0
Remote Shunting |Absent -TIU SH Information A radio remote | No remote - -
output incorrect Failure “ERTMS/ETCS [control device, |shunting possible
(ETCS on-board -ETCS on-board is in a |that is operated
is in a mode Failure to onboard mode permitting | by the train
permitting remote | transmit to the | faijyre remote driver in near o
— [shunting/ETCS | Vvehicle other than shunting” is not | distance (visual 2
€ |on-board is not in |transmit that |1y given to Rolling |range) to the é
2 | a mode permitting | ETCS on- Stock vehicle cannot <
remote shunting) |Poard state is be active.
in a mode
permitting
remote
shunting
Incorrect -TIU FS, AD, Information ETCS on- Safe speed and Driver is at the
Insertion Failure LS, OsS, “‘ERTMS/ETCS |poard unitis |distance is train desk
-ETCS SM on-boardisina | ot in SH supervised by since SOM is
Faulty . onboard mode permitting | - 1 only ETCS and driver needgq to.
N |nf0rma_t|on t0 | failure remot.e N whilst the can be assumed transit in given %
© the vehicle other than shunting” is . at the train desk. | modes. Ja
;: that ETCS on- |1y given to Rolling radio re_mote =
board is not in Stock control is &
a mode erroneously active
permitting
remote
shunting
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Macro Function | Failure Mode | Failure |Operation Failure Effects ETCS Event- Internal barriers
a Data Item Cause al Mode External =) ID
= Protection/ o
4 - — Mitigation/ >
Local Intermediate | Initial End Effect Barriers (]
Incorrect -TIU SR, UN, Information ETCS on- Driver can be Driver is at the
Insertion Failure PT, RV, “‘ERTMS/ETCS |poard unitis |assumed atthe |train desk
-ETCS NL on-boardisina |not in SH train desk. since SOM is
Fefwlty o onboard modet permitting | . 4o only :eediq to.
information to i remote . ransit in given o
. ) failure c whilst the g >
5 the vehicle shunting” is . modes. o
3 other than radio remote =
— that ETCS on- |1y given to Rolling =
L0 ; ; control is <
board is not in Stock o
a mode erroneously active
permitting
remote
shunting
Incorrect -TIU PS, SL Information The desk of a Leading engine Leading
Insertion Failure “‘ERTMS/ETCS |Passive takes engine takes
-ETCS on-board is in a | Shunting/Sleepi |responsibility of | responsibility
Faulty onboard mode permitting | ng engine is the train. of the train.
information to | tailure remote closed and the
< the vehicle other than shunting” is _ engine is %
© that ETCS on- |1y given to Rolling |coupled to a R0
S board is not in Stock leading engine <§E
a mode erroneously. who is in charge x
permitting with the train
remote movement
shunting supervision.
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5.2 Control of Brakes
5.2.1 Service Brake Command
Macro Failure Mode Failure | Operation Failure Effects ETCS External Enent- Internal barriers
o | Function Cause al Mode Protection/ > ID
= Data ltem Mitigation/ S
2 : i Barriers 3
= Local Intermediate Initial End 3
Effect
Service Brake |Absent - TIU Failure | All modes |SB SB Not activated when |Vehicle at Application Subset-026, 3.14.1.2: “In
command Incorrect -ETCS except IS, |application |required. standstill Constraints: case only the application
(SERVICE onboard SL, NL, command Emergency Brake after EB has ||t the ETCS of (the non-vital) service
BRAKE Failure to failure other |PS (SERVICE | application when been Onboard is brake has been
COMMANDE |Command than TIU BRAKE passing the EBI limits | aPplied implemented commanded and the
D/ SERVICE Brakg . COMMAND | oy pefore any other using Service serv?ce brake fails to be
BRAKE NOT |Application ED state) critical situation in all Brake to protect applied, the emergency
COMMANDE |when required not cases where EBI limits the train against brake command shall be
D) transmitted | protect the train. undesirable given.”
. I/c;:ifle In situations where EBI movements, L
i limits are not active then a project 3
N ; i specific safet
o (e.g. Protection against pecilic satety <§E
undesirable analysis is o
movements Subset- needed in order
026, 3.14) EB is to show that the
applied as failure of this
consequence of the SB signal i_s
application failure recognl'zed and
(Subset-026, 3.14.1.2). the EB is
applied as
safeguarding.
© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 21/83

3.3.0




UNISIG

3.3.0

Macro Failure Mode Failure Operation Failure Effects ETCS External Enent- Internal barriers
& Function Cause al Mode Protection/ > ID
= Data Item Mitigation/ 5
Y - = Barriers 3
o Local Intermediate Initial End 1)
Effect
Incorrect - TIU Failure | All modes |SB SB activated when not | Vehicle
Insertion -ETCS application  |required unduly
onboard command braked
Faulty failure other (SERVICE o
N Transition to than TIU BRAKE 2
X SERVICE COMMAND 2
5 BRAKE ED state) 2
COMMANDED transmitted o
state to the
vehicle while
not required
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5.2.2 Brake Pressure
Macro Failure Mode Failure Operat Failure Effects ETCS External -~ Event- Internal barriers
o Function Cause ional Protection/ = ID
g | Dataltem Mode Local Intermediate Initial End Effect Mitigation/ 2
@ Barriers 3
Brake Absent - TIU Failure | All Wrong 1) Erroneous Brake 1) and 2) Application Independent failure to
Pressure Incorrect -ETCS modes |Brake Pressure state used in | gervice Brake will be Constraint: service brake output.
Insertion onboard except |Pressure the service brake applied later than If the ETCS
failure other  |!S: SL, |information | feedback model by required. Emergency Onboard is
Failure to than TIU NL, sent on- ETCS-OBU. T_bsl Brake application when |implemented
report Brake PS, board and T_bs2 (service passing the EBI limits or |using Service
Pressure RV, brake build up time) before any other critical |Brake to protect
information SH, SN misjudged due to situation. Vehicle at the train against
erroneous standstill after EB has undesirable
input.Calculated T_bs | peen applied in all cases | movements and
less than expected where EBI limits protect |the Brake
implies wrong the train. Pressure signal | o
(:i :’;i;;f:_on of SBI Ip §ituati0ns whgre EBI |[is usgd as &
N limits are not active (e.g. |Service Brake =
0 2) In case Brake Protection against feedback, then é
Pressure inputis used | ndesirable movements |& project
as Service Brake Subset-026, 3.14) if OBU specific analysis
feedback, erroneous uses service brake to is needed in
brake pressure could stop the train and brake order to show
lead to consider the pressure as brake that the failure
service brake feedback. the loss of of the signal
erroneously applied. train undésirable has acceptable
3) In case Brake movement protection safety
Pressure input s not  |occurs in case of failure | CONsequences.
used as Service Brake |to service brake.
feedback, no effect
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5.2.3 Emergency Brake Command
Macro Failure Mode Failure Operation Failure Effects ETCS EVENT Internal barriers
a Function Cause al Mode External =) ID
— | Data ltem Protection/ 5]
o , — Mitigation/ >
Local Intermediate | Initial End Effect Barriers (]
Emergency Absent - TIU Failure |All modes |EB application |EB Not Exceedance of Product TI-1
Brake Incorrect -ETCS except IS, |command activated when |safe speed or specific
command onboard SL, NL, (EMERGENCY | required distance as safeguarding
(EMERGENC (| Failure to failure other  |PS BRAKE advised to ETCS o
— | Y BRAKE Command than TIU COMMANDED <
2 COMMANDE | Emergency state) not %
w |D/ Brake transmitted to %
EMERGENCY | Application the vehicle o
BRAKE NOT |when required
COMMANDE
D)
Insertion - TIU Failure |All modes [EB application |EB activated Vehicle
Incorrect -ETCS except IS, |command when not incorrectly
onboard SL, NL, (EMERGENCY |required brought to stand-
Brakes failure other PS BRAKE still o
P Application  |than TIU COMMANDED 2
o Commanded state) s
‘0 when not transmitted to é
required the vehicle
while not
required
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Special Brake Inhibition Area — Trackside Orders

Macro Function Failure Failure Operatio Failure Effects ETCS External EVENT | Internal barriers
a Data Item Mode Cause nal Protection/ =) ID
— Mode Mitigation/ )
o , — Barriers >
Local Intermediate Initial End Effect n
Special Brake Absent - TIU Failure [All Special Brake |Special Brake |Special Brake are
Inhibition Area — Incorrect |_gTCS modes |inhibition not inhibited erroneously applied
Trackside Order onboard except |request not although when EB/SB are
e the remaining Failure to |failure other |!S: SL, [transmitted to  |required by requested, in a section
distance from the than TIU NL, PS |the vehicle trackside. where they should not
the max safe informatio when required | Special Brake | be used. Possible
front end of the | n output Status informs | damages to trackside
train to the start |leading to OBU that infrastructure (e.g. to
. location of this not Spe.ma.I I?rake is | the tracks). %
f\fi special brake request not inhibited. 3
To) inhibition area Special <§E
e the remaining Ergkg_ «
distance from inhibition
the min safe rear wher-1
end of the train | "€quired
to the end
location of this
special brake
inhibition area
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Macro Function Failure Failure Operatio Failure Effects ETCS External EVENT | Internal barriers
a Data Item Mode Cause nal Protection/ 2 ID
— Mode Mitigation/ )
(O] g >
B - — Barriers )
Local Intermediate Initial End Effect ()
Insertion |- TIU Failure |All Special Brake |Special Brake [Emergency Brake
Incorrect |- ETCS modes |inhibition inhibited applied by the vehicle
onboard except |request although not before than expected
Failure to | failure other IS, SL, |transmittedto |required by by ETCS-OBU
the than TIU NL, PS, |the vehicle trackside.
. . SH, SB, |when not i
informatio : Special Brake
n output RV required Status informs o
N
< leading to OoBU .that _ 2
S request Spgglal Brake is <§t
Special inhibited. o
Brake OBU updates
inhibition SB/EB braking
when not curves
required according to
current special
brake status.
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5.2.5 Special Brake Inhibit — STM Orders
Macro Failure Mode Failure Operation Failure Effects ETCS EVENT Internal barriers
a Function Cause al Mode External =) ID
- Data Item Protection/ )
o : — Mitigation/ >
Local Intermediate | Initial End Effect Barriers n
Special Brake |Absent - TIU Failure |SN Special Brake |Special Brake |Special Brake are
Inhibit — STM | Incorrect -ETCS inhibition not inhibited erroneously
Order (NOT onboard request although applied when
INHIBITED/IN |Eailure to failure other (INHIBITED required by EB/SB are
HIBITED) Request than TIU state) not trackside. requested, in a
- Special Brake transmitted to | Special Brake | section where %
< inhibition the vehicle Status informs | they should not é
T when required when required | OBU that be used. Possible <
Special Brake is |damages to o
not inhibited. trackside
infrastructure
(e.g. to the
tracks).
© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 27/83




UNISIG

Macro Failure Mode Failure Operation Failure Effects ETCS EVENT Internal barriers
a| Function Cause al Mode External 2 ID
- Data Item Protection/ )
s , = Mitigation/ >
Local Intermediate | Initial End Effect Barriers )
Insertion - TIU Failure |SN Special Brake |Special Brake [Emergency Brake
-ETCS inhibition inhibited applied by the
Request onboard request although not vehicle before
Special Brake |failure other (INHIBITED required by than expected by
inhibition than TIU state) trackside. ETCS-OBU
when not transmitted to | special Brake
required the vehicle Status informs o
o when not OBU that é
o required Special Brake is s
o inhibited. &
OBU updates
SB/EB braking
curves
according to
current special
brake status.
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5.2.6 Special Brake Status
Macro Failure Mode Failure Operation Failure Effects ETCS External Protection/ Event Internal
& Function Cause al Mode Mitigation/ Barriers > ID barriers
= | Data Item o
uq_) >
o Local Intermediate Initial End 3
Effect
Special Absent - TIU Failure |FS, AD, Status The braking curve [ Emergency Driver knows the real status
Brake Incorrect -ETCS LS, Information of |used by ETCS- Brake applied |of Special Brake
Status Insertion onboard SR,0S, SPECIAL OBU assumes by ETCS-OBU
(SPECIAL failure other | SM, UN BRAKE an Emergency before than ©
g BRAKE The input wrongly | than TIU ACTIVEis not |pgrake Capability expected. @
o [ACTIVE/S |reports to ETCS- transmitted to | |ower than the =
> |PECIAL | OBU that Special ETCS-0BU |actual. Wrong S
BRAKE Brake is not active when required | status on the
NOT when actually it is or delayed DML.
ACTIVE)
Incorrect - TIU Failure |FS, AD, Special Brake |Emergency Brake | OBU assumes EB model
Insertion -ETCS LS, SR, Status is Capability less too optimistic (Kdry_rst) is
onboard OS, SM, |inappropriately |than assumed by |braking curves. - calculated in
~ The input wrongly | tailure other |UN reported as ETCS Brake TI-1 § such a way that
© reports to ETCS- than TIU active to ETCS- [ model, wrong E= EB distance is
3 OBU that Special OBU when curve calculation. 2 exceeded only
Brake is activg . actually itis not | Fajlure to display = according to the
when actually it is brake status to actual EBCL.
not driver.
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5.2.7 Additional Brake Status
Macro Failure Mode Failure Operation Failure Effects ETCS Event-ID Internal barriers
a Function Cause al Mode External =)
- Data Item Protection/ )
o : — Mitigation/ >
Local Intermediate | Initial End Effect Barriers )
Additional Same
Brake Status |analysis as
(ADD|T|ONAL described in
~ |BRAKE 5.2.6
~ |ACTIVE/ADDI
1 | TIONAL
BRAKE NOT
ACTIVE)
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5.3 Control of Train
5.3.1 Change of Traction System (CTS)
Macro Failure Mode Failure | Operat Failure Effects ETCS Event-ID Internal barriers
Function Cause | ional External =
?_ Data Item Mode Protection/ o
® - — Mitigation/ >
Local Intermediate | Initial End Effect Barriers n
Change Of [Deletion -TIU Al The Change of |Traction System | Vehicle is fed with | Vehicle Change of traction system
Traction Corruption Failure [modes |Traction System |does not a non-appropriate [should be is announced and
System Delay -ETCS output change when traction system. | equipped with indicated to the driver on
Repetition onboar information OR | required or Possible damage | Protection the DMI (S-026 §5.18.10)
Insertion d Engine changes when |iq infrastructure | Systems.
failure orientation in not required. Driver should
The output information Supervised )
. o ph 0 other ¥ p _ be able to g
o used to change the than anoeuvre is control the &
o Traction System is TIU not properly pantograph s
erroneous or missing or transmitted to manually. =
delayed so that the the vehicle so
traction system will not be that the vehicle
changed when required will not execute
the change of
traction when
required
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5.3.2 Powerless section with pantograph to be lowered — Trackside orders
Macro Failure Mode Failure |Operat Failure Effects ETCS Event-ID Internal barriers
a Function Cause ional External =)
— | Data ltem Mode Protection/ 5]
&’ - — Mitigation/ >
Local Intermediate | Initial End Effect Barriers )
Powerless Deletion -TIU All The Pantograph | Pantograph No Power to Driver should Powerless section with
section with Corruption Failure modes |— Trackside lowered/raised |traction unit be able to pantograph to be lowered
pantograph to |Delay -ETCS output orders when not control the is announced and
be lowered — |Repetition onboard used to lower required pantograph indicated to the driver on
Trackside Insertion failure the pantograph manually. the DMI (S-026 §5.18.2)
orders other than OR Engine
The output TIU orientation in
. (]
— information used to Supervised . é
g lower the pantograph Manoeuvre is =
w is erroneous or not properly <
missing or delayed transmitted to
so that the the vehicle so
pantograph will be th_at the vehicle
not in the will not _
lowered/raised status lower/raise the
when required pantograph
when required
© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 32/83

3.3.0




UNISIG

5.3.3 Pantograph — STM Order
Macro Failure Mode Failure Operation Failure Effects ETCS Event-ID Internal barriers
a | Function Cause al Mode External 2
- Data Item Protection/ )
o , — Mitigation/ >
Local Intermediate | Initial End Effect Barriers (]
Pantograph — |Deletion - TIU Failure | SN The Pantograph | Pantograph No Power to Driver should Assumption for STM:
STM Order Corruption -ETCS — Trackside lowered/raised | traction unit be able to Powerless section with
Delay onboard output orders when not control the pantograph to be lowered
Repetition failure other usedto lower |required pantograph is announced and
Insertion than TIU the pantograph manually. indicated to the driver on
is not properly the DMI (compare S-026
The output transmitted to §5.18.2)
information the vehicle so o
i used to lower that the vehicle z
X the pantograph will not =
© is erroneous or lower/raise the &
missing or pantograph
delayed so that when required
the pantograph
will be not in the
lowered/raised
status when
required
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5.34 Air tightness area— Trackside orders
Macro Failure Mode Failure Operat Failure Effects ETCS EVENT Internal barriers
& Function Cause ional Extern_al 2 ID
— | Dataltem Mode Protection/ =
= - — Mitigation/ %
Local Intermediate Initial End Barriers 1)
Effect
Air Deletion - TIU Failure [All The output Air Conditioning [Passenger Driver should No Air tightness area is
Tightness | Corruption -ETCS modes |information intake not closed |could be be able to relation |announced and indicated
area — Delay onboard used for when required. affected by control the air to ETCS |[to the driver on the DMI
Trackside failure other commanding sudden change | conditioning Core (S-026 85.18.6).
Order The output than TIU the flaps of pressure or | intakes hazard
information used for closure OR noxious air manually.
commanding the Engine coming inside
flaps closure is orientation in train
2 erroneous or missing Supervised S
@ or delayed so that the Manoeuvre is 5
Air Conditioning not properly
intake will be open transmitted to
when not required the vehicle so
that the vehicle
will not close
the flaps when
required
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Macro Failure Mode Failure Operat Failure Effects ETCS EVENT Internal barriers
& Function Cause ional Extern_al 2 ID
— | Dataltem Mode Protection/ =
% Local Intermediate Initial End Mitiga_ltion/ 2
Barriers 2
Effect
Corruption - TIU Failure [All The output Air Conditioning | Unfavourable Driver should
Repetition -ETCS modes |information intake closed climate be able to
Insertion onboard used for when not required | condition inside | control the air
failure other commanding the train conditioning
The output than TIU the flaps intakes
information used for closure OR manually.
commanding the Engine
flaps closure is orientation in
~ erroneous so that the Supervised %
< Air Conditioning Manoeuvre is 1%)
g intake will be closed not properly <§E
when not required transmitted to o
the vehicle so
that the vehicle
will close the
flaps
when not
required
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5.3.5 Air tightness — STM Order
Macro Failure Mode Failure Operation Failure Effects ETCS Event ID Internal barriers

a Function Cause al Mode External =)

- Data Item Protection/ )

@ - — Mitigation/ >

Local Intermediate | Initial End Effect Barriers ()
Air tightness — [ Deletion - TIU Failure |SN The output Air Conditioning | Passenger could | Driver should No Assumption for STM: Air
STM Order Corruption -ETCS information intake not be affected by be able to relation |tightness area is
Delay onboard used for closed when sudden change of [ control the air to ETCS [announced and indicated
failure other commanding required pressure or conditioning Core to the driver on the DMI

The output than TIU the flaps noxious air intakes hazard |(compare S-026 §5.18.6).
information closure is not coming inside manually.
used for properly train
commanding transmitted to

- the flaps the vehicle so =

o closure is that the vehicle é

T erroneous or will not close O
missing or the flaps when
delayed so required
that the Air
Conditioning
intake will be
stay open
when not
required

© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 36/83




UNISIG

Macro Failure Mode Failure Operation Failure Effects ETCS Event ID Internal barriers
a | Function Cause al Mode External 2
- Data Item Protection/ )
s , = Mitigation/ >
Local Intermediate | Initial End Effect Barriers )

Corruption - TIU Failure |All modes [The output Air Conditioning | Unfavourable Driver should

Repetition -ETCS information intake closed  [climate condition |be able to

Insertion onboard used for when not inside the train control the air

failure other commanding required conditioning

The output than TIU the flaps intakes

information closure is not manually.

used for properly o
P commanding transmitted to 3
‘J”: the flaps the vehicle so =

closure is that the vehicle 04

erroneous so will close the

that the Air flaps

Conditioning when not

intake will be required

closed when

not required
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5.3.6 Station Platform
Macro Failure Mode Failure | Operation Failure Effects ETCS EVENT Internal barriers
& Function Cause | al Mode Extern_al 2 ID
— | Dataltem Protection/ o
o Local Intermediate Initial End Mitiga_ltion/ 2
Barriers 2
Effect
Station Deletion -TIU All modes | The output Passenger door |Passenger door [ Assumption:
Platform Corruption Failure information opening disabled |does notopen |The ETCS
Delay -ETCS used for when not required | when externally |door opening
The output onboard enabling the required enabling
information ‘Station | t5jure passenger door function is not
Platform’ used for other OR Engine for safety
enabling the than TIU orientation in reasons, e.g.
“ passenger door is Supervised in cases of %
g erroneous or missing Manoeuvre is evacuation. 2
To) or delayed so that the not properly There is an <§(
passenger door will transmitted to emergency @
not be open when the vehicle so procedure to
required that the vehicle open the
will not open the doors.
passenger door
when requested
by the driver
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Macro Failure Mode Failure | Operation Failure Effects ETCS EVENT Internal barriers
& Function Cause | al Mode Extern_al 2 ID
— | Dataltem Protection/ o
% Local Intermediate Initial End Mitiga_ltion/ 2
Barriers 0
Effect
Corruption -TIU All modes | The output ETCS OBU does |Passengers Doors should No
Repetition Failure information not inhibit the could be injured | be controlled relation
Insertion -ETCS used for opening of / run over when | manually by to ETCS
The output onboard enabling is not |passenger door |leaving the the driver (e.g. Core
information of Station | t5ijure OR Engine when required train. independent hazard
Platform used for other orientation in switches
passenger door than TIU Supervised which control
o enabling is erroneous Manoeuvre each side s
8: so that the passenger properly doors). S
door opening will be transmitted to
enabled when not the vehicle so
allowed that the
passenger door
opening will be
enabled when
not allowed
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5.3.7 Powerless section with main power switch to be switched off — Trackside orders
Macro Failure Mode Failure | Operation Failure Effects ETCS Event ID Internal barriers
& Function Cause | al Mode External >
— | Dataltem Protection/ 5
[} - — Mitigation/ %
o Local Intermedia | Initial End Effect Barriers 1)
te
Powerless |Deletion -TIU All modes [ The output Main power | Main power Driver should Powerless section with
section with |Corruption Failure information used to | switch is switch is not be able to main power switch to be
main power |Delay -ETCS switch off the main | not opened |opened in control the switched off is announced
switch to be onboard power OR Engine where powerless section | main power and indicated to the driver
switched off |pe output information | failure orientation in necessary. switch on the DMI (S-026
. . (]
— |~ Trackside |ysed to switch off the |other Supervised . manually. 5 §5.18.3).
:,: orders main power switch is  [than Manoeuvre is not s
10 erroneous or missing |TIU properly transmitted <
or delayed so that the to the vehicle so that
main power will not be the vehicle will not
switched off when switch off the main
required power when
required
Corruption -TIU All modes |[The output Main power | Main power Driver should
Repetition Failure information used to | switch is switch is opened |be able to
Insertion -ETCS switch off the main | opened before or after a | control the
onboard power OR Engine where not | powerless section | main power
The output information | t5jure orientation in necessary. switch
~ used to Switch Off the | giher Supervised manually. %
~ main power switch is | than Manoeuvre is not 2
™ . =
To) erroneous so thatthe [y properly transmitted =
main power will be to the vehicle so that @
switched off when not the vehicle will
required switched off the
main power when
not required
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5.3.8 Main Power Switch — STM Order
Macro Failure Mode Failure Operation Failure Effects ETCS Event ID Internal barriers
a Function Cause al Mode External =)
- Data Item Protection/ )
4 - — Mitigation/ >
Local Intermediate | Initial End Effect Barriers (7}
Main Power |Deletion - TIU Failure |SN The output Main power Main power Driver should Assumption for STM:
Switch — STM | Corruption -ETCS information switch is not switch is not be able to Powerless section with
Order Delay onboard used to switch |opened where |opened in control the main power switch to be
failure other off the main necessary. powerless section | main power switched off is announced
The output than TIU power is not switch and indicated to the driver
information properly manually. on the DMI (compare S-
used to transmitted to 026 85.18.3).
. Switch Off the the vehicle §0 ©
© main power that the vehicle 2
o switch is will not switch s
® erroneous or off the main &
missing or power when
delayed so required
that the main
power will not
be switched
off when
required
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Macro Failure Mode Failure Operation Failure Effects ETCS Event ID Internal barriers
a | Function Cause al Mode External 2
- Data Item Protection/ )
s , = Mitigation/ >
Local Intermediate | Initial End Effect Barriers )

Corruption - TIU Failure |All modes [The output Main power Main power Driver should

Repetition -ETCS information switch is switch is opened |be able to

Insertion onboard used to switch |opened where |[before or aftera | control the

failure other off the main not necessary. |powerless section | main power

The output than TIU power OR switch

information Engine manually.

used to orientation in
~ Switch Off the Supervised %
o main power Manoeuvre is 2
To) switch is not properly <§(

erroneous so transmitted to @

that the main the vehicle so

power will be that the vehicle

switched off will switch off

when not the main power

required when not

required
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5.3.9

Traction Cut Off

UNISIG

Note that [Ref. 2] mentions the possibility for a TCO command being issued by an STM. This is not considered here.

Macro Failure Mode Failure Operation Failure Effects ETCS External Protection/ Event- | Internal barriers
a Function Cause al Mode Mitigation/ Barriers =5 ID
— | Dataltem )
i . — 3
Local Intermediate | Initial End Effect n
Traction Cut- [Absent - TIU Failure |All modes [TCO application | Unable to cut EBI limits are If the ETCS/ERTMS on- TI-11
off (TCO) Incorrect -ETCS except IS, [command (CUT [the traction at | calculated board equipment is
application onboard SL, NL, OFF warning limit considering configured to T_traction =
command Failure to failure other  |PS, SH, |TRACTION incorrect braking / | MAX((T_traction_cut_off -
(DO NOT Command than TIU SN, RV state) not traction model (T_warning + T_bs2)) ; 0)
CUT OFF TCO when transmitted to assuming that (see Subset-026, section
TRACTION/C |required the vehicle residual traction 3.13.9.3.2.3) the failure of
UT OFF when required. has impact on this  output  shall be
TRACTION) braking distance. considered as having a E’
o Exceedance of safe | catastrophic safety sever_it-y s
o speed or distance |and p.roduct specific| @
as advised to safeguarding have to be S
ETCS. considered.
If the ETCS/ERTMS on-
board equipment is
configured to T_traction =
T_traction_cut_off the failure
of this output is to be
considered as having a RAM
severity.
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Macro Failure Mode Failure Operation Failure Effects ETCS External Protection/ Event- | Internal barriers
a Function Cause al Mode Mitigation/ Barriers =) ID
= Data Item S
: 3
Local Intermediate Initial End Effect n
Insertion - TIU Failure |All modes [TCO application | TCO activated |Vehicle incorrectly
Incorrect -ETCS except IS, [command (CUT [when not held without
onboard SL, NL, OFF required traction
(O]
~ Request TCO |tailure other |PS TRACTION 2
(<)) u
5 wher.l not than TIU state) . -
0 required transmitted to <
the vehicle 04
while not
required
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5.3.10 Change of allowed current consumption
Macro Failure Mode Failure |Operation Failure Effects ETCS External Event- Internal barriers
a | Function Cause al Mode Protection/ 2 ID
— | Data Iltem Mitigation/ )
% . — Barriers >
Local Intermediate | Initial End Effect 0
Change Of | Deletion -TIU All modes |The output Allowed Current [ Vehicle performs
Allowed Corruption Failure information Consumption higher current
Current Delay -ETCS used to change |do notchange |consumption that
Consumpti | Repetition onboard the when required | permitted.
on Insertion failure Allowed Current Trackside
other than Consumption equipment is shut
The output TIU OR Engine down.
. . [}
- information used to orientation in 2
= change the Allowed Supervised o
g Current Consumption Manoeuvre is <§E
is erroneous or not properly @
missing or delayed transmitted to
so that the Allowed the vehicle so
Current Consumption that the vehicle
will not be changed will not execute
when required the change
when required
5.3.11 Engine orientation in Supervised Manoeuvre

As stated in the note 2.4.11.2 of [Ref. 2], this output is generated by the ERTMS/ETCS on-board in Supervised Manoeuvre mode to indicate to

tightness area — Trackside orders”,

the train how to interpret the outputs “Change of traction system”,
Station platform
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“Change of allowed current consumption”. The failure effect to ‘Engine orientation in Supervised Manoeuvre’ output is analysed into FMEA row
related to outputs:

o “Change of traction system” (85.3.1);

e “Powerless section with pantograph to be lowered — Trackside orders” (85.3.2);

e “Air tightness area — Trackside orders” (85.3.4);

e “Station platform” (85.3.6);

o “Powerless section with main power switch to be switched off — Trackside orders” (85.3.7);

e “Change of allowed current consumption” (85.3.10);

© This document has been developed and released by UNISIG

SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 46/83
3.3.0



UNISIG

54 Train Status
54.1 Cab Status
Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ =5 ID
— | n Data Mitigation/ o
el item _ — Barriers >
Local Intermediate Initial End Effect n
Cab Absent -TIU FS, AD, No Cab ETCS OB goes |Vehicle brakes Driver realises that Standstill supervision
status Incorrect Failure |LS, SR, [Status directly to SB applied due to DMl is off. applies brakes if
(NOT -ETCs |PTOS, |informatio |mode standstill movement exceeds
ACTIVE/ |Failure or delay to report Cab onboard |NL, UN, [nor supervision. specified national
ACTIVE) |status failure  [|SN, RV, |delayed distance.
(cases: other SM sent on-
1. CAB A ‘ACTIVE’ / CAB B ‘NOT | 11U board )
. >
. ACTIVE'’ fails to CAB A ‘NOT (although 2
< ACTIVE’ /| CAB B ‘NOT ACTIVFE’ one cab E
o 2. CAB A ‘NOT ACTIVE’/ CAB B . . <
) is open it 04
‘ACTIVFE’ fails to CAB A ‘NOT . |
ACTIVE’ | CAB B ‘NOT ACTIVE’) IS wrongly
assumed
that no
cabis
activated)
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Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ =) ID
— | n Data Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect n
Absent -TIU SH No Cab |Inappropriate Vehicle brakes Driver realises that
Incorrect Failure Status transition to SB |applied due to DMl is off.
-ETCS informatio | if the function standstill
Failure or delay to report Cab | gnpoard nor “continue supervision.
status (cases: failure delayed |shunting on
1. CAB A ‘ACTIVE’ /| CAB B ‘NOT | 5iher senton- |desk closure” is
ACTIVFE’ fails to CAB A ‘NOT than TIU board not active or if o
:! ACTIVE’ | CAB B ‘NOT ACTIVFE’ (although |passive 7
< 2. CAB A ‘NOT ACTIVE’ /| CAB B one cab |shunting signal 5
0 ‘ACT'VE,’ fails to ?AB A ‘NOT , is open it |is not received =
ACTIVE’ | CAB B ‘NOT ACTIVFE’) is wrongly
assumed
that no
cabis
activated)
Absent -TIU SH No Cab [Inappropriate Although the PS Driver realises that Passive Shunting signal
Incorrect Failure Status transition to PS [mode is less DMl is off and received and “continue
-ETCS informatio | mode if the restrictive than SH, |ensures the shunting on desk
Failure or delay to report Cab | gnhoard nor function vehicle will not standstill if closure” has been
status (cases: failure delayed |“continue perform any necessary © selected by Driver from
:)i 1.CABA ‘,.ACTIVE’ I CAB B ‘NOT | iher senton- |shunting on . undesired . (e.g. by applying § the DMIL.
< ACTIVE' fails to CAB A ‘NOT than TIU board desk closure” is | movement since the parking brake -
10 ACTIVE’ / CAB B ‘NOT ACTIVE’ (although |active AND the passive before leaving the | <
2. CAB A ‘NOT ACTIVE’/ CAB B onecab |Passive shunting input shall | cap)
‘ACT'VE,’ fails to ?AB A ‘NOT , is open it |Shunting input | have the value
ACTIVE’/ CAB B 'NOT ACTIVE’) is wrongly | signal is "Passive shunting
assumed |received; permitted” only if a
that no brake is applied
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Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ 2 ID
— | n Data Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect n
cabis (Subset 034
activated) §2.2.2.3.1).
Absent -TIU SB No Cab [Transition to SL |Vehicle is coupled |Driver realises that
Incorrect Failure Status mode if electrically to a DMl is off although
-ETCS informatio | “sleeping” input |leading engine and |he has not closed
Failure or delay to report Cab onboard nor signal is will not perform any |the desk.
status (cases: failure delayed |received and undesired Exported
1. CAB A ‘ACTIVE’ /| CAB B ‘NOT | 5iher senton- |vehicle is at movement. Ifitis | constraint:
ACTIVE'’ fails to CAB A ‘NOT board standstill. not coupled no .
ACTIVE’ /| CAB B ‘NOT ACTIVE’ than TIU (although | No more sleeping signal can l—:su\:zt:::? shall
< 2. CAB A ‘NOT ACTIVE"/ CAB B onecab | movement be transmitted in | L L 3
o ‘ACTIVE’ fails to CAB A ‘NOT is openit. | protection SB mode. ping input 3
< ACTIVE’ / CAB B ‘NOT ACTIVE’) . ’ N received only if s
0 is wrongly | unable to apply |No transition to SL | another cab in the 3
:]s;urr]r;ed brakes.. | mc;de ii possible ; train is active (L.
cab is Same situation |under t.e e;](porkt]e another train
activated) can apply also con§tra|ntt atthe | control system
in SB if both vehicle has to (ETCS or national)
cabs are ensure that provides the
normally closed |S€eping inputis supervision of the
(no failure) and | received only if train movement).
sleeping signal another cab in the
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Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ =) ID
— | n Data Mitigation/ )
e | Item , = Barriers >
Local Intermediate Initial End Effect n
is unduly train is active (i.e.
reported to another train
‘Sleeping control system
Requested’ (ETCS or national)
(referto 5.1.1.2 |provides the
TI-3). supervision of the
train movement).
Insertion -TIU SH, FS, Incorrect |No harmonized [Vehicle will be at Note: If the assumption
Incorrect Failure AD, LS, Cab reaction if two standstill. for the intermediate
-ETCcs |SR.,PT |[Status cabs are reaction is not fulfilled
Cab Status Information is onboard |OS. NL, [transmitte |reported active then a project specific
received inappropriately as failure UN, RV, |dto at the same analysis is necessary.
ACTIVE instead of ‘NOT other SM ETCS time.
ACTIVE’ than TIU OBU so | Assumption for
10 (cases: that, both [a possible %
:r! 1. CAB A ‘NOT ACTIVE’/ CAB B cabs are |behaviour: 2
) ‘ACTIVFE’ fails to CAB A ‘ACTIVFE’ erroneous | Transition to <§(
/ CAB B ‘ACTIVE’ ly System Failure o
2. CAB A ‘ACTIVE’ | CAB B ‘NOT assumed | mode and EB
ACTIVFE’ fails to CAB A ‘ACTIVE’ / to be applied.
CAB B ‘ACTIVE’) “activated
” (Not
admitted
condition)
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Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ =) ID
— | n Data Mitigation/ )
e | Item , = Barriers >
Local Intermediate Initial End Effect n
Incorrect -TIU SB Incorrect [The DMIis on. |Vehicle remains at ETCS standstill
Insertion Failure Cab standstill. protection.
-ETCS Status Start of Mission can
Cab Status Information is onboard transmitte proceed.
received inappropriately as failure dto , ,
ACTIVE instead of ‘NOT other ETCS Driver to revalidate
or enter Driver ID. O
© ACTIVE’ than TIU OBU 2
3 (cases: (closed 2
T} 1. CAB A ‘NOT ACTIVE’/ CAB B desk is <§(
‘NOT ACTIVE' fails to CAB A erroneous o
‘ACTIVE’ /| CAB B ‘NOT ACTIVE’ ly
2. CAB A ‘NOT ACTIVE’ / CAB B assumed
‘NOT ACTIVE'’ fails to CAB A to be
‘NOT ACTIVE’ /| CAB B ‘ACTIVE’) open by
the OBU).
Incorrect -TIU SL Incorrect | Transition to Standstill
Insertion Failure Cab SB. Standstill supervision can
-ETCS Status supervisionis  |lead to
Cab Status Information is onboard transmitte | activated. inappropriate
received inappropriately as failure dto vehicle braking,
ACTIVE instead of ‘NOT other ETCS Leading Engine o
':i ACTIVE’ than TIU OBU cannot proceed. 3
- (cases: (closed Start of Mission can >
1. CAB A ‘NOT ACTIVE’/ CAB B desk is proceed. o
‘NOT ACTIVE’ fails to CAB A erroneous . .
‘ACTIVE’ / CAB B ‘NOT ACTIVE’ ly Driver to revalidate
2. CAB A ‘NOT ACTIVE’ / CAB B assumed or enter Driver ID.
‘NOT ACTIVFE’ fails to CAB A to be
‘NOT ACTIVE’ /| CAB B ‘ACTIVE’) open by
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Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ =) ID
— | n Data Mitigation/ )
(O] g >
o Iltem - — Barriers )
Local Intermediate Initial End Effect n
the OBU).
Incorrect -TIU PS Incorrect |Undesired Train Supervision
Insertion Failure Cab transition to SH | Functions
-ETCS Status mode applicable in SH
Cab Status Information is onboard transmitte | ¢ «Stop mode can brake the
received inappropriately as failure dto Shunting on vehicle.
ACTIVE instead of ‘NOT other ETCS desk opening’”
’ (O]
® ACTIVE than TIU OBU is not stored on- §
3 (cases: (closed | poard. =
To) 1. CAB A ‘NOT ACTIVE’/ CAB B desk is <
‘NOT ACTIVEFE' fails to CAB A erroneous o
‘ACTIVE’ /| CAB B ‘NOT ACTIVE’ ly
2. CAB A ‘NOT ACTIVE’ / CAB B assumed
‘NOT ACTIVE'’ fails to CAB A to be
‘NOT ACTIVE’ / CAB B ‘ACTIVE’)
open by
the OBU).
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Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ =) ID
— | n Data Mitigation/ )
el 1tem : — Barriers >
Local Intermediate Initial End Effect n
Incorrect -TIU PS Incorrect |Inappropriate Vehicle brakes
Insertion Failure Cab transition to SB |applied due to
-ETCS Status mode standstill
Cab Status Information is onboard transmitte | ;s supervision;
received inappropriately as i dto . inappropriate
[napprop ‘ Y failure “Stop Shunting bpropriate
ACTIVE instead of ‘NOT other ETCS on desk vehicle braking.
ACTIVE’ OBU = 3
o than TIU opening’” is 73
. [%]
\ (cases: (closed =
< . stored on- s
To) 1. CAB A ‘NOT ACTIVE’/ CAB B desk is board <
‘NOT ACTIVE’ fails to CAB A erroneous ' o
‘ACTIVE’ /| CAB B ‘NOT ACTIVE’ ly
2. CAB A ‘NOT ACTIVE’ / CAB B assumed
‘NOT ACTIVE'’ fails to CAB A to be
‘NOT ACTIVE’ /| CAB B ‘ACTIVE’)
open by
the OBU).
Incorrect -TIU SM Opposite |Level 2 iftrain |- RBC uses wrong |[Due to Subset 034 TI-6b
Insertion Failure Cab separation by train position so 2.5.1.3 each cab
-ETCS Status cooperation on |that the train will be connected to
Cab Status Information is onboard transmitte | board/RBC: distancing function |its individual input
received inappropriately so that | 5ijyre das - Train may turn unsafe on vehicle side. Itis
S ACTIVE QABIN is reported as | giher active to | Orientation is and ynsafe MAis |assumed that CAB '_é
o the opposite than TIU ETCS misjudged by prc_)wded to the A and CAB B g
< (cases: OoBU OBU lead to train. information are @
Lo K -
1. CAB A ‘ACTIVE’ / CAB B ‘NOT train position - Alsoin the case | reciprocally fully S
ACTIVE: fails to C‘AB A ‘N,C)T (FE, Max/Min the MA is still safe |independent and a
ACTIVE’ /| CAB B ‘ACTIVE Front End OBU may double independent
2. CAB A ‘NOT ACTIVE’/ CAB B L . fault is needed in
‘ACTIVFE’ fails to CAB A ‘ACTIVE’ eronglgly d superv:e .It using order to make the
| CAB B ‘NOT ACTIVE’) calculated on- |wrong Train
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Macro Failure Mode Failure | Operatio Failure Effects ETCS External Event- Internal barriers
a | Functio Cause |nal Mode Protection/ =) ID
— | n Data Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect n
board and Position event possible.
transmitted by [ Confidence Interval
OBU to RBC (Exceedance of
- Wrong Train safe speed or
position is distance as advised
assumed by to ETCS)
RBC.
- Wrong
confidence
interval used
onboard.
Incorrect -TIU All mode |[Opposite |Level 2: - MA used on-board | Due to Subset 034 TI-6b
Insertion Failure |except Cab -Wrong desk | not coherentwith  |2.5.1.3 each cab
-ETCcs |SL.PS |[Status reported open | effective train will be connected to
Cab Status Information is onboard transmitte | resylting in orientation. its individual input
received inappropriately so that | 5ijure das incorrect train on vehicle side. Itis
. ACTIVE C_ABIN is reported as | gther active o | position being |- RBC uses wrong assumed that CAB L
S the opposite than TIU ETCS reported to train position so Aand CAB B g
- cases: OBU i . information are 2
< ( Trackside that the train . @
To) 1. CAB A ‘ACTIVE’ / CAB B ‘NOT ~Wrong Train | distancing function reciprocally fully =
ACTIVE'’ fails to CAB A ‘NOT . g g ¢ independent and a ©
2. CAB A ‘NOT ACTIVE’ / CAB B assumed by the |and unsafe MA is fault is needed in
‘ ) o ‘ ) RBC lead to rovided to other
ACTIVE‘ fails to CAB,A ACTIVE caloulate wron 'frain order to make the
|/ CAB B ‘NOT ACTIVFE’) g . event possible.
MA.
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5.4.2 Direction Controller
Macro Failure Mode Failure Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect ()
Direction | Absent - TIU Failure | SH, FS, [Incorrect The RAP shall | Movement of the
controller | Incorrect -ETCS AD, LS, |Direction prevent forward |vehicle inhibited
position onboard SR, OS, |Controller and reverse by ETCS-OBU.
(FORWA | Direction Controller failure other |UN, PT, [information sent | movements of
RD/NEU | Position received than TIU RV, to ETCS OBU |the vehicle
- TRAL/B |inappropriately as SM (Direction (Subset-026 %
‘; ACKWA [NEUTRAL instead of Controller 3.14.2.3). a2
5 |RD) ‘FORWARD’ or position is =
‘BACKWARD” assumed to be o
‘NEUTRAL’
instead of
‘FORWARD’ or
‘BACKWARD’)
Absent - TIU Failure |FS, AD, |Incorrect Inhibition of RV [ Movement Driver knows which
Incorrect -ETCS LS, OS |Direction mode switch if | Backward direction is
onboard Controller Reverse inhibited by selected.
Direction Controller failure other information sent | Position of ETCS-OBU. If Operational rules.
Position received than TIU to ETCS OBU |direction danger situation _
g inappropriately as (Direction controller is ongoing, fast ,E
< NEUTRAL instead of Controller cannot be reversal %
‘0 ‘BACKWARD’ position is reported to movement of a =
assumed to be |ETCS_OBU train is not
‘NEUTRAL’ possible
instead of
‘BACKWARD’)
© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 55/83

3.3.0




UNISIG

Macro Failure Mode Failure Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
o ltem - — Barriers >
Local Intermediate | Initial End Effect ()
Incorrect - TIU Failure | SH, SR, |Incorrect Rollaway Exceedance of 1.) Driver (knows TI-5
Insertion -ETCS OS, UN, [Direction protection is the safe speed or |which direction is
onboard PT, RV, |Controller deactivated distance as selected)
Direction Controller failure other |FS. LS, [information sent advised to ETCS 2.) Safety-related
Position received than TIU SM to ETCS OBU function: Rollaway
inappropriately as (Direction protection and
FORWARD or Controller driver's activity
‘BACKWARD'’ instead position is control function is
of ‘NEUTRAL' assumed to be supported by Fail- |
o ‘BACKWARD' safe Dead-Man <
:ri or FORWARD' Supervision (TSI %
5 instead of Loc Pas, chapter o
‘NEUTRAL’) 4.2.9.3.1) or 8
additionally other
vehicle side
rollaway protection
systems
3.) The driver has
to ensure the
standstill before
leaving the cab.
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Macro Failure Mode Failure Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect ()
SB Incorrect Standstill -
Direction supervision is
Controller active.
information sent
to ETCS OBU
< (Direction ‘g
c:r! Controller 5
1o} position is g
assumed to be
‘BACKWARD’
or ‘FORWARD’
instead of
‘NEUTRAL’)
Incorrect TIU Failure [SH, UN, |Incorrect roll away Rolling in a slope | Driver knows which TI-5 Unauthorised Direction
Insertion -ETCS FS, AD, |Direction protection is possible. direction is Movement Protection
onboard LS, SR, |Controller function will selected.
Direction Controller failure other |©9S, SM [information sent |inhibit the
Position received then TIU to ETCS OBU | backward/[FOR
inappropriately as (Direction WARD] o
0 FORWARD instead of Controller movement <
:ri ‘BACKWARD'’ or position is instead of the %
0 viceversa assumed to be |forward/[BACK %
‘FORWARD'/[B |WARD] o
ACKWARD] movement
while the actual
is
‘BACKWARD’/[
FORWARD])
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Macro Failure Mode Failure Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect ()
Incorrect -TIU Failure |PT, RV |Incorrect roll away Rolling in a Driver knows which TI-5
Insertion -ETCS Direction protection backward slope is | direction is
onboard Controller function will possible. selected.
Direction Controller failure other information sent |inhibit the
Position received than TIU to ETCS OBU |forward 2
g inappropriately as (Direction movement CQL
gﬁ BACKWARD instead of Controller instead of the 2
‘FORWARD’ position is backward g
assumed to be [movement
‘BACKWARD’
while the actual
is ‘FORWARD’)
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5.4.3 Train Integrity
Macro Failure Mode Failure |Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
el 1tem , = Barriers >
Local Intermediate | Initial End Effect n
Train Absent - TIU Failure [All Train integrity RBC is Trackside’s Train
Integrity |Incorrect -ETCS status unduly informed of this | Separation
(TRAIN |Insertion onboard taken as lost state Function not fully
INTEGRI failure other when train available under
TY Train Integrity received integrity this failure. c
CONFIR |inappropriately as than TV information is '%
MED/ LOST instead of different g
— |TRAIN  |‘CONFIRMED’ or N
:r): INTEGRI [‘STATUS UNKNOWN’ _El
w [TY ©
LOST/ a
TRAIN s
INTEGRI 3
TY
STATUS
UNKNO
WN)
Train Absent - TIU Failure [All Train integrity RBC is Trackside’s Train c
Integrity [Incorrect -ETCS status unduly  |informed of this | Separation 8
(TRAIN |Insertion onboard taken as state Function not fully g
INTEGRI failure other UNKNOWN available under &
ﬁ TY Train Integrity received |ihan TIU when train this failure. 9
E CONFIR |inappropriately as integrity -E
MED/ UNKNOWN instead of information is 7
TRAIN |‘CONFIRMED’ or different é
INTEGRI |'LOST <
TY o
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Macro Failure Mode Failure Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect n
LOST/
TRAIN
INTEGRI
TY
STATUS
UNKNO
WN)
Train Absent - TIU Failure [All Train integrity [ False RBC could be Driver shall notice Safety Related only in
Integrity [Incorrect -ETCS status unduly Confirmed Train | unaware that the split and take those applications that use
(TRAIN |Insertion onboard taken as Length into track might be safe action. For the train integrity
INTEGRI failure other confirmed when |position report | occupied by an example, if there is information to locate the
TY Train Integrity received |han TIU train integrity transmitted to unexpected a brake pipe, the train on the track.
CONFIR |inappropriately as information is RBC vehicle. lost wagon will Based on clause S-034
MED/ CONFIRMED instead LOST or cause the train to §2.5.3.2.2 and related
TRAIN of ‘LOST or ‘STATUS UNKNOWN RBC uses false brake. o §2.6.3.2.1 and §26242,
o |INTEGRI | UNKNOWN’ during an Confirmed Train | Product Specific 5 |a the vehicle shall provide
oY unintentional Length so that the | Safeguarding. % - an updated train length
10 'IligilTN/ train split train distancing [ Based on the Risk § - foll_owing a chgnge in the
INTEGRI function may turn | Analysis provided train lcomphos'r:'on- Thbe .
Ty unsafe and in [Ref. 6] the worst tralnl ength ¢ ;nge, ase
STATUS unsgfe MA is case for numbgr of 02 gasuzszs'o g o
UNKNO provided to other |unintended train §_ 0929, con '“0”_ (7]
train. separations events triggers a ‘No Integrity
WN) in a year is 6,98 x Information’ report to RBC.
10-5 /h (per Freight
train) and 2,61 x
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Macro Failure Mode Failure Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
el 1tem : — Barriers >
Local Intermediate | Initial End Effect ()
10-6 /h (per
passengers train).
These values can
be used as barrier
for the overall THR
calculation.
Two independent
train integrity
signals are
necessary.
Train Absent - TIU Failure [All Train integrity False RBC could be Two independent Trackside is informed
Integrity [Incorrect -ETCS status unduly Confirmed Train | unaware that train integrity about a change of the train
(TRAIN |Insertion onboard taken as Length into track might be signals are length information.
INTEGRI failure other confirmed when |position report | occupied by an | necessary. Safety related only in
TY Train Integrity received |ihan TIU train integrity transmitted to | unexpected Product specific those applications that use
CONFIR |inappropriately as information is RBC vehicle. safeguarding. the train integrity
MED/ CC?NFIRMEI? instead LOST or During an information to locate the
< ;rNRTAEICN-:‘RI (L)JfNI;((l)\lSO-I\—/Vclilr‘ STATUS ;le\lrﬁ’;z\r:m RBC.uses falsg intentional split It % N train on the track.
:r)' TY intentional train Confirmed Train | shall be as.sured. % N Based on clause S-034
P LOST / split Lepgth SO th.at the [that no vqlld Train % = 8§2.5.3.2.2 and related
TRAIN train distancing Data (Train Length) | O §2.6.3.2.1 and §2.6.2.4.2,
function may turn |is available or that the vehicle shall provide
INTEGRI L .
TY unsafe and trackside is an updated train length
unsafe MA is informed about a following a change in the
STATUS . . . .
UNKNO prc?wded to other changg of the traln tra!n composition. The
WN) train. Ien_gt.h |nformf';1t|0n. train length change, based
This information on clause S-026
needs to be §3.6.5.2.5, condition [7]
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Macro Failure Mode Failure Operatio Failure Effects ETCS External EVEN Internal barriers
a | Functio Cause nal Protection/ 2| TID
— | n Data Mode Mitigation/ )
e | Item , = Barriers >
Local Intermediate | Initial End Effect ()
independent, triggers a ‘No Integrity
possibly supported Information’ report to RBC.
by means of driver
validation or
independent driver
or shunter input.
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544 Traction Status
Macro Failure Mode Failure Operation Failure Effects ETCS External Event- Internal barriers
a Function Cause al Mode Protection/ =) ID
= Data Item Mitigation/ )
(O] / >
B - = Barriers [
Local Intermediate | Initial End Effect ()
Traction Level NTC
Status only
(ON/OFF)
-
<
<
o
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5.4.5 Set Speed
Macro Failure Mode Failure Operation Failure Effects ETCS External Event- Internal barriers
a| Function Cause al Mode Protection/ 2 ID
= Data Item Mitigation/ )
(O] / >
o - — Barriers )
Local Intermediate | Initial End Effect ()
Set Speed Delay - TIU failure | All modes [False Set ETCS DMI No effect. Driver knows the
Deletion -ETCS except IS, |Speed shows wrong cruise speed he
Corruption | gnboard SL, PS Information ‘Set Speed’ has already set at
Insertion failure other transmitted to | information vehicle’s traction o
o than TIU ETCS OBU control. 3
< Wrong input >
o <
Set Speed 04
(state and/or
speed value)
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5.5 Train Data
55.1 Type of train data entry
Macro Failure Mode Failure Operation Failure Effects ETCS External Event- Internal barriers
a Function Cause al Mode Protection/ = ID
— Data Item Mitigation/ o}
¢ _ — Barriers 3
Local Intermediate | Initial End Effect )
Train data - Absent - TIU Failure |SB Type of Train At train data No Effect Driver shall be
Type of train | Incorrect -ETCS Data Entry entry procedure informed on the
data entry onboard change not sent [ETCS DMI type of train when
- Failure or failure other or delayed on- |shows the Train Data entry is %
o delay to report | ihan TIU board incorrect Train selected. 2
0 Type of train Data window <§E
data entry (see 11.3.9.6 @
[Ref. 3)).
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5.5.2 Other Train data Information
Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )
& , — Barriers >
Local Intermediate | Initial End Effect n
Train data— |Delay -TIU All modes |False Cant Lower than No effect. According to the specific
Train category | Deletion failure except IS, |Deficiency real Cant project implementation: On-
(Cant Corruption -ETcs |SL, NL, Information Deficiency is Board Informs Driver that
Deficiency) Insertion onboard |PS: RV transmitted to | assumed by change in Train Data needs
Incorrect failure on board ETCS OBU to be validated by Driver
other for evaluation g (3.18.3.3 and 5.17.2.2 [Ref.
S Reception of Cant  |han TIU of SSPs. This 2 1))
) Deficiency can result in s
0 information (lower more é
than real) restrictive
SSPs
calculation
(see S-026
3.11.3.2.3).
Corruption -TIU All modes [False Cant Higher than Vehicle may exceed |Driver must confirm TI-10 | According to the specific
Insertion failure except IS, |Deficiency real Cant maximum authorized |Cant Deficiency project implementation: On-
Incorrect -ETcs |SL. NL, Information Deficiency is |speed for its train information via Board Informs Driver that
onboard |PS: RV transmitted to  |assumed on | category so that: DML change in Train Data needs
Reception of Cant i on board ETCS . ing i ioan- Q to be validated by Driver
N Deficiency Lilkl]l;rre OBU.Error in folpccerseerljgygrzsljtei;al Assumptl.o.n. . s (3.18.3.3 and 5.17.2.2 [Ref.
N . . . In a specific project, | 2
<SPs condiionand | can be regarded as | O
increase deterioration having a ‘RAM
of track Issue’ safety
- Decreasing in load |severity only if
on inside wheel may |adequate safety
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Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )
o : — Barriers >
Local Intermediate | Initial End Effect n
increase risk of margin against
vehicle overrun derailment can be
(especially of high demonstrated for
wind present) the vehicle
- Suspension exceeding
operating at maximum
performance limit ~ |authorized speed
reduces margin of | forits train
safety associated category.
with vehicle response
to track geometry
variation
Risk of derailment.
Train data— |Delay -TIU All modes |False Other ERTMS/ETCS | Higher than real Driver must confirm TI-10 | According to the specific
Other Deletion failure except IS, |International on-board “Other International | Other International project implementation: On-
International | Corruption -ETCcs |SL, NL, Train system Train Categories” is | Train Category Board Informs Driver that
Train Insertion onboard |PS: RV Categories considersa  [assumed by ETCS  |information via change in Train Data needs
Categories Incorrect failure Information wrong SSP OBU for evaluation of | DMI. to be validated by Driver
. other transmitted to catggqry SSPS. This can result | product specmc '(Cj_ (3.18.3.3 and 5.17.2.2 [Ref.
3 Reception of Other |than TIU on board which it must  |in less restrlctl_ve safeguarding 5 1)).
3 International Train obey. SSPs calculation g
Categories (Train (see S-026 S
Category with a 3.11.3.2.3).
SSP higher than Exceedance of the
real) safe speed or
distance as advised
to ETCS
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Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )
o : — Barriers >
Local Intermediate | Initial End Effect ()
Train data— |Delay -TIU All modes [False Train Wrong Exceedance of safe |Operational rules TI-10 | According to the specific
train length Deletion failure except IS, |length supervision of [speed or distance as |for driver. project implementation: On-
Corruption -ETCcs |SL. NL, Information SSPs and advised to ETCS. Project Specific Board Informs Driver that
Insertion onboard |PS: RV transmitted to | TSRs mitigation, e.g. change in Train Data needs
failure ETCS OBU driver must confirm to be validated by Driver
Wrong input for h ; (3.18.3.3 and 5.17.2.2 [Ref.
wanlength  |inan iy W e o |RECusesmse e 1)
rong Confirmed Confirmed Train
L_TRAIN used |TrainlLength || ength so that the DML
onboardand |into position | rain distancing Product specific
related report function may tumn safeguarding.
L_TRAININT transmitted to | nsafe. Trackside
variable RBC evaluation for train
calculated on distancing function | £
f\rj board is based on other §
2 external entities 3
(e.g. Axel Counter, | §
etc.)
Project specific
safety analysis is
needed when OBU
TI function for
acquisition Train
Length Information
and related external
source cannot be
realized with the
highest safety
integrity level
© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 68/83

3.3.0




UNISIG

Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )
o : — Barriers >

Local Intermediate Initial End Effect ()
Train data— |Delay -TIU All modes |False wrong braking [ Evaluation of Application
traction/brake |Deletion failure  |except IS, |traction/brake |curve potential effect on Constraint; *q—;
parameters | Corruption -ETCcs |SL. NL, parameters calculation Zigﬁggiisgr%ised If using Train §
Insertion onboard |PS: RV transmitted to is project specific Interface as c‘//)’
failure ETCS OBU external source for | £
0 Wrong input for other traction/brake E
o Traction/braking than TIU parameter input the |
o parameters higher failure of this input é
than real could have E
catastrophic safety L%
severity. A project | .
specific safety %
analysis is required.
Train data— |Delay
maximum Deletion
train speed Corruption
Insertion
Assumption:
© Maximum train
(u\l): speed is not
0 transmitted via TI.
Under the above
assumption failures
have no safety-
relevant effect in
the system. If it is
used during
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Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )
% - — Barriers 3
Local Intermediate | Initial End Effect n
operation a project
specific safety
analysis will be
needed.
Train data— |Delay -TIU All modes |False loading vehicle enters | collision with side Operational rules TI-10 | According to the specific
loading gauge [Deletion failure except IS, |Gauge aroute barriers for driver project implementation: On-
Corruption -ETCcs |SL. NL, transmitted to | although not Lineside indications Board Informs Driver that
Insertion onboard |PS: RV ETCS OBU suitable and driver's route | 2 change in Train Data needs
'g! failure knowledge §' to be validated by Driver
3 Wrong input for other product specific g (3.18.3.3and 5.17.2.2 [Ref.
loading gauge than TIU safeguarding 3 1)
traffic planning
Train data— |Delay -TIU All modes |False Axle Load |train enters a |derailment operational rules for TI-10 | According to the specific
axle load Deletion failure except IS, |Category route although driver project implementation: On-
category Corruption -ETCcs |SL. NL, transmitted to | not suitable Lineside indications | o Board Informs Driver that
® Insertion onboard |PS: RV ETCS OBU and driver's route | 5. change in Train Data needs
g failure knowledge % to be validated by Driver
o Wrong input for other product specific % (3.18.3.3and 5.17.2.2 [Ref.
axle load than TIU safeguarding © 0
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Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )

o : — Barriers >
Local Intermediate | Initial End Effect ()
Train data— |Delay -TIU All modes |[Route Closest The train is not
Train data Deletion failure expect IS, |unsuitability is [location tripped when
information — [Corruption -ETCcs |SL. NL, not detected corresponding | overpassing the
Traction Insertion onboard |PS: RV to the location of the route o)
2 system(s) failure unsuitability is | unsuitability. %
1 |accepted by | incorrect rinput other not Damage of the =
the engine reception of than TIU considered as | gngine =
unaccepted traction EOA and SvL
system
Train Data - Delay -TIU All modes [Airtight system |ETCS OBU -
train fitted with [ Deletion failure except IS, |available control of Air
airtight system | Corruption -ETCcs |SL. NL, received from conditioning
Insertion onboard |PS: RV external intake has no
° failure interface when | effect. -
— Wrong input other it is not 2
N : : w
0 received on board  [inan TIU available. °
L0 so that the airtight OBU informs z
system is assumed driver.
as available
onboard when
actually it is not
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Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )
o : — Barriers >
Local Intermediate | Initial End Effect ()
Delay -TIU All modes [Airtight system | Air Passenger could be | Opening/Closing air According to the specific
Deletion failure except IS, |received falsely |conditioning |affected by sudden |conditioning intake project implementation: On-
Corruption -ETCcs |SL. NL, as not available |intake is not [change of pressure |can be manually Board Informs Driver that
Insertion onboard |PS: RV from external controlled or noxious air coming | controlled on-board change in Train Data needs
. failure interface. automatically. |inside train. Product specific Tg to be validated by Driver
N Wrong input other OBU informs safeguarding =) (3.18.3.3and 5.17.2.2 [Ref.
3 received on board |than TIU driver. § 1]
so that the airtight
system is falsely
assumed as not
available
Train Data - Level
List of NTC
&l! National only
N
0 | Systems
9 | available on-
board
Train Data - Delay -TIU All modes |Wrong number |Level 2 Only: |- Assumption:
Axle number | Deletion failure  [except IS, |of axles is used |Wrong This failure mode
Corruption -ETCcs |SL. NL, by external number of can be regarded as
Insertion onboard |PS: RV equipment/ETC |axles having a ‘RAM o
« failure S transmitted to Issue’ safety 2
‘u\'): Wrong input for other RBC. severity only if it é)
0 Axle number than TIU can be assumed <
that axle number
information is used
for operational
purpose and is not
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3.3.0

Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a| Function Cause | al Mode Protection/ 2| tID
= Data Item Mitigation/ )
[} g >
= - = Barriers )
Local Intermediate | Initial End Effect n
safety related. If
this assumption is
not fulfilled, a
project specific
analysis is needed.
5.5.3 Overall Consist Length Information
Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a Function Cause | al Mode Protection/ 2| tID
- Data Item Mitigation/ )
Q F >
- - = Barriers 1)
Local Intermediate Initial End Effect (0}
Overall Delay -TIU SM False Overall Level R Only: |- dangerous MA used | Operational rules TI-13 | Note: According to
Consist Deletion failure Consist Length |_ F5ise Safe | On-board. for driver. §3.18.3.2.2 the Driver shall
Length Corruption -ETCS Information Consist - Also in the case the |Product specific never be involved in the
Information Insertion onboard transmitted to || ength MA is still safe OBU |safeguarding. 2 modification of ‘Train Data —
- _ failure oBU Information | may supervise it Project specific § Overall Consist Length’.
3 Wrong input Overall | gther transmitted by |using wrong Train safety analysis is g Driver Train pata validation
Consist Length than TIU OBU to RBC  |Position Confidence | eeded when OBU | & cannot be claimed as
Information - Wrong Train |Interval (Exceedance T function for I(;f/irrna?ll gi::srtafjln?] false
Consist Front O_f safe speed or acquisition Overall g
End assumed |distance as advised | consist Length
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Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a Function Cause | al Mode Protection/ 2| t-ID
= Data Item Mitigation/ )
o : — Barriers >
Local Intermediate | Initial End Effect ()
by the RBC to ETCS) Information and
lead to related external
calculate source cannot be
wrong MA. realized with the
- Wrong highest safety
confidence integrity level.
interval used
onboard.
Overall Delay -TIU SM False Safe Level R Only: |Collision Trackside TI-13 | Note: According to
Consist Deletion failure Consist Length |False Safe evaluation for train §3.18.3.2.2 the Driver shall
Length Corruption -ETCS Information Consist distancing function never be involved in the
Information Insertion onboard transmitted to Length is based on other modification of ‘Train Data —
failure ETCS OBU Information external entities Overall Consist Length’.
Wrong input Overall | giher transmitted to (e.g. Axel Counter, Driver Train Data validation
Consist Length than TIU RBC. etc.) cannot be claimed as
Information Wrong Safe internal barrier against false
N Consist Operational rules % Overall Consist Length.
2: Len.g.th and for driver. %
0 position can Product specific %
led the RBC . O
. safeguarding.
to provide
dangerous Project specific
SM safety analysis is
Authorization needed when OBU
to other TI function for
train.consist. acquisition Overall
Consist Length
Information and
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Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a Function Cause | al Mode Protection/ 2| t-ID
= Data Item Mitigation/ )
o : — Barriers >
Local Intermediate | Initial End Effect n
related external
source cannot be
realized with the
highest safety
integrity level.
Train Data— |Delay -TIU All modes | False Overall False RBC uses false Trackside TI-13 | Note: According to
Overall Deletion failure except IS, |Consist Length |Confirmed Confirmed Train evaluation for train §3.18.3.2.2 the Driver shall
Consist Corruption -ETCcs |SL. SH, Information Train Length [Length so that the distancing function never be involved in the
Length Insertion onboard |SM. NL, transmitted to into position  |train distancing is based on other modification of ‘Train Data —
Information failure PS, RV ETCS OBU report function may turn external entities Overall Consist Length’.
Wrong input Overall | giher transmitted to | unsafe. (e.g. Axel Counter, Driver Train Data validation
Consist Length than TIU RBC etc.) cannot be claimed as
Information Wrong Exceedance of safe Operz_altional rules o internal barrigr against false
™ L TRAIN False Train  [speed or distance as |for driver. = Overall Consist Length.
® 3 used pe - o
0 on board and Length used |advisedto ETCS Product specific 3
0 related onboard led to safeguarding. %
. . ®)
L_TRAININT  |wrong Project specific
variable supervision of safety analysis is
calculated on | SSPs and needed when OBU
board TSRs Tl function for
acquisition Overall
Consist Length
Information and
related external
© This document has been developed and released by UNISIG
SUBSET-080 Failure Modes and Effects Analysis for TIU in Application Level 1 and Level 2 Page 75/83

3.3.0




UNISIG

Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a Function Cause | al Mode Protection/ 2| t-ID
= Data Item Mitigation/ )
(O] g >
= - = Barriers )
Local Intermediate | Initial End Effect ()
source cannot be
realized with the
highest safety
integrity level.
5.6 Train Running Number
Macro Failure Mode Failure | Operation Failure Effects ETCS External Even Internal barriers
a Function Cause | al Mode Protection/ 2| t-ID
— | Dataltem Mitigation/ o
() f >
o - — Barriers [
Local Intermediate Initial End Effect (0}
Train Running | Delay -TIU All modes [Wrong train Wrong train Dispatcher is Operational rules § Not used inside ETCS for
Number Deletion failure except IS, |running number |running misleaded by TRN for driver § safety purposes
Corruption -ETCcs |SL. NL, is used in the number is different from the §
Insertion onboard |PS: RV, |ETCS on-board |sent to the expected. ®
P Incorrect failure | SM RBC
Lo
other
Wrong reception of |{han TIU
Train Running
Number
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5.7 National System Isolation
Macro Failure Mode Failure Operation Failure Effects ETCS External Event- Internal barriers
a Function Cause al Mode Protection/ =z ID
— Data Item Mitigation/ o}
(&) . >
o - — Barriers O
Local Intermediate | Initial End Effect ]
National Level NTC
o System only
~ Isolation (NTC
0 isolated / NTC
not isolated)
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TRACEABILITY

This section lists the mandatory functions analysed and cross reference them to the SRS [Ref. 1] to
the FIS TIU [Ref. 2], ERA DMI [Ref. 3] and STM FFFIS [Ref. 4].

Name Reference in | Reference in SRS | Input/Output
FIS TIU [Ref. 2] | [Ref. 1]
Sleeping 221 446/4.6.3 Input
Passive shunting 2.2.2 4420/4.6.3 Input
Non-Leading 223 4.415/4.6.3 Input
Isolation 224 44311 Output
Automatic Driving 225 4.4.16 Output
Remote Shunting 2.2.6 448.1.4 Output
Service brake command 231 3.13.2.2.7/3.14.1 Output
Brake pressure 2.3.2 3.13.2.2.7/A.3.10 Input
Emergency brake command 2.3.3. 3.13.10 / 3.14.1 / | Output
4441445/4.4.13
Special brake inhibition Area - | 2.3.4 3.12.1 / 3.13.2.2 /| Output
Trackside Orders 5.20.5
Special brake status 2.3.6 3.13 Input
Additional brake status 2.3.7 3.13 Input
Change of traction system 241 3.12.1 Output
Powerless section with pantograph | 2.4.2 3.12.1 Output
to be lowered - Trackside orders
Air tightness Area-Trackside orders | 2.4.4 3.12.1 Output
Station platform 2.4.6 3.12.1 Output
Powerless section with main power | 2.4.7 3.12.1 Output
switch to be switched off -Trackside
orders
Traction Cut Off 2.4.9 3.13.2.2.8 Output
Change of allowed current | 2.4.10 3.12.1 Output
consumption
Engine orientation in Supervised | 2.4.11 4.421.1.13 Output
Manoeuvre
Cab Status 251 4.6.3 Input
Direction Controller 25.2 3.14.2/5.13.1.4 Input
Train integrity 253 3.6.5.2.1/3.6.5.2.3 Input
Set Speed 255 4.7.2 Input
Overall Consist length information 2.6.2 3.18.3 Input
Other Train Data information 2.6.3 3.18.3/5.17 Input
Train running number 27.1 3.18.45 Input

Table 1 — SRS references
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Name Reference in FIS | Reference in DMI | Input/ Qutput
TIU [Ref. 2] [Ref. 3]

Set Speed 255 8.2.3.9 Input

Type of train data entry 2.6.1 11.3.9.6 Input

Other Train Data 2.6.3 11.3.9 Input

Train running number 2.7.1 11.3.1.3 Input

Table 2 — DMI references

Name Reference in FIS | Reference in STM | Input/ QOutput
TIU [Ref. 2] [Ref. 4]
Service brake command 23.1 5.25 Output
Emergency brake command | 2.3.3 5.25 Output
Special brake inhibit — STM | 2.3.5 5.2.4.3 Output
Orders
Pantograph-STM orders 2.4.3 5.2.4.3 Output
Air tightness-STM orders 2.45 5243 Output
Main  power switch-STM | 2.4.8 5243 Output
orders
Traction Cut Off 2.49 5.2.4.3 Output
Cab Status 251 5.2.4.4 Input
Direction Controller 252 5244 Input
Traction status 254 5.244 Input
National System isolation 2.7 10.3.3.5,10.3.3.6 Input
e), 10.14.1.2
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1. CONCLUSIONS

No inconsistencies and open points were found during the analysis. The following assumptions have
been considered on the use of ETCS information:

7.1.1 Application Constraints

7.1.1.1 ‘Service Brake Command’. If the ETCS Onboard is implemented using Service Brake
to protect the train against undesirable movements, then a project specific safety
analysis is needed in order to show that the failure of this signal is recognized and the
EB is applied as safeguarding.

7.1.1.2 ‘Brake Pressure’. If the ETCS Onboard is implemented using Service Brake to protect
the train against undesirable movements and the Brake Pressure signal is used as
Service Brake feedback, then a project specific safety analysis is needed in order to
show that the failure of the signal has acceptable safety consequences.

7.1.1.3 ‘Special Brake Status’. If using Special Brake as available and affecting the
Emergency Brake curve, the failure of the input ‘Special Brake status’ can be
considered as having insignificant safety severity only under the assumption that EB
model (Kdry rst) is calculated in such a way that EB distance is exceeded only
according to the actual EBCL even in case of ‘Special Brake Status’ failure.

7.1.14 ‘Traction Cut Off”. The failure mode to this output can be regarded as having a ‘RAM
Issue’ safety severity only if the ETCS/ERTMS on-board equipment is configured to
T traction = T_traction_cut_off (see Subset-026, section 3.13.9.3.2.3). If this
assumption is not fulfilled, then failure to this output shall be held as having
catastrophic safety consequences and product specific safeguarding has to be
considered.

7.1.15 ‘Cab Status’. The failure mode of this input (see FMEA ref. Id. 5.4.1.5) can be
regarded as having a ‘RAM lIssue’ safety severity under the assumption that in case
of two cabs are reported active at the same time the OBU reacts by transiting in
System Failure Mode and applying EB. If this assumption is not fulfilled, then a project
specific analysis is necessary.

7.1.1.6 ‘Cab Status’. It assumed that the vehicle has to ensure that sleeping input is received
only if another cab in the train is active (i.e. another train control system (ETCS or
national) provides the supervision of the train movement) (see FMEA ref. Id. 5.4.1.4).

7.1.1.7 ‘Cab Status’. It is assumed that CAB A and CAB B information are reciprocally fully
independent, and a double independent fault is needed in order to make the event
possible (see FMEA ref. Id. 5.4.1.10 and 5.4.1.11).

7.1.1.8 ‘Station Platform’. The failure of Station Platform input (see FMEA ref. 1d. 5.3.6.1) can
be regarded as having a ‘RAM Issue’ safety severity only if it can be assumed that
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7.1.1.9

7.1.1.10

7.1.1.11

7.1.1.12

7.1.1.13

7.1.1.14

7.1.1.15

UNISIG

the function related to the output of Station Platform for enabling the passenger door
opening is not used for safety reasons (e.g. in cases of evacuation).

‘Train Data — Train category (Cant Deficiency)’. A specific project can regard the
failure mode of this input (see FMEA ref. Id. 5.5.2.2) as having a ‘RAM Issue’ safety
severity only if adequate safety margin against derailment can be demonstrated for
the vehicle exceeding maximum authorized speed for its train category. In that case
a project specific analysis and safety case is necessary.

‘Train Data — Traction/brake parameters’. If using Train Interface as external source
for traction/brake parameter input the failure of this input could have catastrophic
safety severity (see FMEA ref. Id. 5.5.2.5). A project specific safety analysis is
required.

‘Train Data — Train Length’ The failure mode of this input (see FMEA ref. Id. 5.5.2.4)
may lead, under some condition, to potential 'catastrophic’ safety consequence.
Project specific safety analysis evaluating the contribution of this event to the related
top Hazard is needed when OBU TI function for acquisition Train Data - Train Length
Information and related external source cannot be realized with the highest safety
integrity level.

‘Train Data — Maximum train speed’. The analysis considers that ‘Maximum train
speed’ is not transmitted via Tl (see FMEA ref. Id. 5.5.2.6). Under this assumption
failures have no safety-relevant effect in the system. If the above assumption is not
valid a project specific safety analysis is needed in order to show that the failure of
the signal has acceptable safety consequences.

‘Train Data — Axle Number’. The failure mode of this input (see FMEA ref. Id. 5.5.2.13)
can be regarded as having a ‘RAM Issue’ safety severity only if it can be assumed
that axle number information is not used at RBC for safety-related purpose. If this
assumption is not fulfilled, a project specific safety analysis is needed.

‘Overall Consist Length Information’. The failure mode of this input (see FMEA ref. Id.
5.5.3.1, 5.5.3.2 and 5.5.3.3) may lead, under some condition, to potential
‘catastrophic’ safety consequence. Project specific safety analysis evaluating the
contribution of this event to the related top Hazard is needed when OBU TI function
for acquisition Overall Consist Length Information and related external source cannot
be realized with the highest safety integrity level.

‘Train Integrity’. The failure mode of this input has been recognized has a Hazardous
Event (TI-12) having potential catastrophic effect. When evaluating the contribution of
this event to the related top Hazard, it is possible to claim as external barrier the result
of the Risk Analysis provided in [Ref. 6] where the worst case for number of
unintended train separations events in a year is 6,98 x 10-5 /h (per Freight train) and
2,61 x 10-6 /h (per passengers train).
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‘Train Integrity’. During an intentional split, the failure mode of this input has been
recognized has a Hazardous Event (TI-12) having potential catastrophic effect. As
required by clause S-034 §2.5.3.2.2 and related §2.6.3.2.1 and §2.6.2.4.2, the vehicle
shall provide to the OBU an updated train length following a change in the train
composition.
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8. ANNEX A — LIST OF TI-XX EVENTS IDENTIFIED
Event ID Hazardous Event Description
TI-1 Service brake / emergency brake not commanded when required
TI-2 (*1) Service brake / emergency brake release commanded when not required
TI-3 Inappropriate sleeping request
TI-4 (*1) Incorrect brake status (TIU Failure)
TI-5 Incorrect direction controller position report (TIU Failure)
Tl-6a(*) Intentionally deleted
TI-6b Wrong Cabin considered as Active
TI-7 Inappropriate passive shunting request
TI-8 Inappropriate non leading permitted signal received
TI-9 Intentionally deleted
TI-10 Falsification of train data received by External Source
TI-11 Traction Cut-Off not commanded when required
TI-12 Inappropriate Train Integrity Confirmed Status received
TI-13 Falsification of Overall Consist Length Information received by External
Source

Table 4 — List of TI-XX events identified

(*1) Note that the following events are currently unused in the FMEA reported in chapter 5:
e TI-2: Covered by TI-1.

e TI-4: This event is to be referred only to service brake. A project specific analysis is only
necessary in case the brake pressure is used for safety purposes related to Service brake
feedback (refer 7.1.1.2).
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