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1. About DSB

We are an independent public company that is run 
commercially. We have bound Denmark together since 
1885.

Our revenue is based on sales of 
our tickets and traffic contract 
revenues from the state. As well 
as separate income from kiosk 
sales, property rental and 
development.

In round figures, 
Danes make 160 
million journeys 
with our 400 
trains, which 
together travel 50 
million km 
annually from our 
+200 stations.

We have +6,000 colleagues 
representing more than 70 
nationalities with great diversity 
in gender, age, educational 
background, etc.

We have strong 
collaborations 
with both 
commercial and 
non-profit 
organizations
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The Human Risk

We all take bad, short-sighted decisions

• Not putting on seat belt
• Not saving for retirement
• Sharing login with a colleague
• Using gifted USB stick for confidential data

Why?

• We’re dumb?
• We’re evil?
• We’re lazy?
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We Have Other Priorities!

My boss says to 
hurry up with 

my assignment

My kid has a 
dentist 

appointment A cancelled
train made me
late for work

(unlikely)

My colleague
wants me to go 

for lunch

I forgot to pay 
the insurance

bill

My laptop has 
slow response

times
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The Intelligent Choice

Saving mental bandwidth

Saving time

But risk increases!
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The ultimate solution

We need to achieve a state

• Where no mistakes are made
• Where all regulation is followed
• Where we anticipate and efficiently mitigate all new threats and vulnerabilities well in advance

Not gonna
happen
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So what CAN we do?

High focus on automatic and invisible protection – 70-80%

The human factor remains – 20-30%

• Efficient, easy-to-understand processes
• Technological help (e.g. password managers)
• Training and awareness

Human 
factor

Systems
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Standard Toolbox

Cybersecurity Awareness month

Simulated phishing campaigns

Mandatory e-learning

Sub-goal: Compliance!
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Variation and surprise
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Celebrities with Relevance
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What else?

Current events

Address the personal sphere

Never let a good incident go to waste
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External help?

Comes in many forms

• Automated awareness campaigns
• Targeted presentation
• E-learning programmes

Questions to ask yourself

• Is it a good fit for my company?
• Is it cost effective?
• Or can we do something just as valuable with 

internal resources?
• Is it too generic?
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Repeat Offenders

Risk-based approach

• Admins
• Financial privileges
• Top Management
• Confidential information

We start out friendly 
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Key Take-Aways

Our colleages mean no harm

We never finish doing awareness work

Do the same stuff as everybody else, but

• Do extra stuff suited for your exact company
• Use your celebrities
• Use your current events
• Use your incidents

Thank you
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